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1 Introduction 

 

As part of the internal audit plan for 2017/18, agreed by the Audit Pensions and Standards 
Committee, we have undertaken an internal audit of Contractor Resilience for the London 
Borough of Hammersmith & Fulham (LBHF).  

The London Borough of Hammersmith & Fulham holds approximately 300 contracts run by over 
125 different contractors, with a combined total lifetime value of just over £1 billion. These 
contractors provide a variety of services across all council departments, ranging from critical 
services, such as housing repairs through to less critical ones including printing services.  

Although the delivery mechanism for these services may be outsourced, responsibility for the 
service remains attached to the local authority. As a result of this, all contracts require adequate 
management and monitoring of the supplier, to ensure continuity and satisfactory performance 
of the services provided. 

The current economic climate and the continuation of reduced Council budgets will have 
significant implications across the entire supply chain. As the configuration of supply chains 
changes, Local Authorities must adapt their own capabilities, cultures and processes to reflect 
this. Local authorities must prepare for business critical supplier failure by identifying 
operational and strategic interdependencies and areas of reliance between parties.  

They must also understand the likelihood of supplier failure through market analysis, credit 
rating data and intelligence through less formal networks such as supplier forums. This work 
should be supported by a monitoring process that provides early warning of supplier stress and 
establishes agreed processes for operating in the event of supplier withdrawal or failure. 

The importance of contingency planning is especially high where there is a direct link between 
suppliers and service or policy outcomes. The Council’s Contract Standing Orders requires 
Chief Officers to undertake appropriate risk assessments that have considered service 
continuity both at the procurement stage and through the life of the project. 
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2 Executive Summary  

 

2.1 Assurance Opinion 

 Nil Limited Satisfactory Substantial 

Audit Opinion  
 

  

 

2.2 Recommendations Summary  

The following table highlights the number and categories of recommendations made. The 
Action Plan at Appendix 1 details the specific recommendations made, as well as the agreed 
management actions to implement them. 

 

Area of Scope Adequacy Effectiveness Recommendations Raised 

High Medium Low 

Strategy, Policy, and 

Procedures 

  
0 2 1 

Procurement   1 0 0 

Council’s Response to 

Supply Chain Failure 

  
2 0 0 

On-going Assurance and 

Monitoring 

  
0 2 0 

Total 3 

 

4 1 

 

Please refer to the Appendix 2 for a definition of the audit opinions and recommendation 
priorities. 
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3 Summary of Findings 

 

In Internal Audit’s opinion, Limited Assurance can be given to Members, the Chief 
Executive and other officers that that the controls relied upon at the time of the audit were 
suitably designed, consistently applied and effective in their application. 

The controls and procedures in place with regards to resilience were found to be 
satisfactory; however a significant degree of non-compliance with these procedures was 
identified. Procurement and managing supplier resilience in the Council is decentralised to a 
large extent and consideration should be given to whether greater assurance should be 
obtained that departments are complying with the Council’s requirements with regards to 
contractor resilience. 

A summary of the results of our testing can be found in Appendix 2. 
 

The key findings and an assessment of controls are summarised below. 
 

Application of and compliance with controls to address the key risks, identified: 

 The Council’s Contract Standing Orders define roles, responsibilities and minimum 

requirements in the acquisition of goods, works and services - from identification of need 

(commissioning), through to the end of a service contract. The document makes 

reference to the requirement to consider service continuity. 

 A Guide Pack to Building Resilience in the Supply Chain has been developed which 

sets out the intended approach to Supply Chain Resilience, Risk Management, 

Procurement and Service Operations. It has been compiled to respond to risks within 

the Supply Chain, which could impact on the delivery of both strategic and operational 

objectives. The guide was recently developed and is currently in draft awaiting approval 

by Business Delivery Team (BDT). 

 Guidance was confirmed to be available to staff either on the intranet or Council 

SharePoint site. We were also advised that service continuity and supplier resilience 

guidance was sent to all departments (contract managers, heads of services and 

directors) by email. This guide has recently been revised and, at the time of writing, is 

due to be submitted to BDT for approval. 

 There is a Service Resilience Group (SRG) who oversee service resilience at corporate 

level in LBHF. SRG reps from each department attend. Agenda items include how 

contract managers have dealt with resilience challenges, and disseminating any 

updates to departments via the reps. 

 Copies of agendas, meeting minutes and action plans were available for SRG meetings 

in the last twelve months. Through discussion with Business Continuity Manager and 

examination of meeting minutes, it was confirmed that not all SRG reps attend the 

meetings regularly. 

 A sample of ten contracts was selected for testing compliance throughout this audit. The 

sample selected consisted of mostly high value contracts, excluding Children’s Services, 

Public Health and Adult Social Care contracts as these had either recently been audited 

or were planned to be audited in 2017/18. However, testing could only be undertaken on 

eight contracts as in two cases the listed contract manager was incorrect and we were 

unable to identify the current contract manager or obtain documentation during the 
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fieldwork (Mitie and A2Dominion). The contract managers have since been identified 

and information is awaited at the time of writing. 

 Financial checks should be performed on potential suppliers prior to the supplier being 

awarded a contract, in line with the Council’s Contract Standing Orders.  If necessary, 

the supplier's own supply chain should also be understood where this plays a significant 

role in the service. 

 For the sample of eight the contracts tested: 

o Contract managers stated that either they, Corporate Procurement or 

Hammersmith and Fulham Bridge Partnership (the Council’s former IT partner) 

had undertaken financial checks on the supplier prior to appointment all cases; 

however, no evidence of financial checks could be provided. We were aso later 

advised by Corporate Procurement that they are not responsible for undertaking 

financial checks and it is the department’s responsibility to request the financial 

status of the relative supplier via Corporate Finance. 

o One of the contracts was procured from a framework, and the framework 

providers were assumed to have conducted the checks. However, no assurance 

was gained that these checks had taken place. 

 As no evidence of checks was retained, we could not determine whether the check was 

conducted on the correct supplier or whether further investigation was necessary due to 

negative result. 

 The sample of eight contracts were tested to confirm that supplier business continuity 

plans had been checked prior to appointment: 

o In one case, the plan had been checked. 

o In one case, a check of business continuity plans was not required but a risk 

assessment had taken place. 

o In one case, we were advised the plan was checked but evidence of this was not 

retained. 

o In one case, the services were provided via a framework and it was assumed that 

the framework provider had undertaken this check. 

o In four cases, we were advised that there was no need to check plan due to them 

being low risk contracts. However, this assessment of risk was not recorded (see 

below). 

 Services should be assessed and categorised to identify critical services. Services are 

ranked from P4 (low priority) to P1 (high priority). The Business Continuity Manager 

reviews all assessments to ensure the evaluation is correct and appropriate rating 

assigned. Services should also assess their suppliers to identify any that are considered 

critical. Further guidance on assessing suppliers will be provided in the new guidance 

mentioned above and SRG reps will take on increased responsibility for quality checking 

assessments. 

 From the sample of eight contracts tested, supporting evidence showing a priority (P) 

rating for the service and an assessment of supplier criticality was only provided in one 

case. In seven cases, this assessment could not be provided. Not being able to 

establish the priority rating impacted on our ability to test further whether action taken on 

supplier resilience was proportionate. 

 For all critical suppliers, a resilience strategy must be documented. These resilience 

strategies should include reviewing the supplier's BC plans annually, testing their BC 
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plans every two years and acting upon the findings, and ensuring the supplier 

undertakes a risk assessment of their own supply chain and communicates the results 

to the council. Due to the varying nature of contracts and the impact of supplier failure 

there is no one format for resilience strategies. The guidance does however define what 

is required for precautionary / mandatory resilience measures. 

 Although we were unable to confirm which were critical suppliers, of the eight contracts 

tested: 

o Only one contract manager provided a service continuity plan that would constitute 

a resilience strategy. However, the plan was dated 2014.  As suppliers have not 

been assessed, we were unable to confirm whether a strategy was required in the 

remaining seven cases. 

o Service business continuity plans or evidence of review of plans could not be 

provided in six cases. 

 Contract managers should maintain regular dialogue with suppliers in order to properly 

monitor the supplier performance provide the supplier an opportunity to raise any 

issues. From the eight contracts tested, all advised that they were in regular 

communication with the supplier but evidence of this could not be provided in three 

cases. 

 Credit alerts are sent to contract managers via Credit Safe. Contracts are assigned to a 

portfolio (for example Adult Social Care). Each portfolio has a number of recipients 

allocated including the Corporate Procurement lead, Business Continuity Manager, SRG 

rep and contract manager. Anyone assigned to that portfolio will be notified of any 

deterioration in credit rating. Contract managers should review this alert, and assess 

how significant the alert is in relation to the criticality of the service. Appropriate action 

should then be taken and the SRG rep, Business Continuity Manager, and Corporate 

Procurement rep informed. Guidance on how to interpret the alert, how to assess the 

significance, and what actions to take are explained in a Credit Safe Toolkit. 

 From a sample of 10 credit alerts selected between April 2016 - May 2017: 

o In two cases, we could not confirm that the contract manager had acted upon the 

alert; and, 

o In eight cases, the contact manager had received the alert and had taken 

appropriate action. In four of these cases individuals that were not directly related 

to the contract had received the alerts. However, these alerts had been 

investigated. 
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Appendix 1: Management Action Plan 

 

1. Strategy, Policy, and Procedures – Service Resilience Group Meetings 

Priority Issue Risk Recommendation 

Low Through discussion with Business 
Continuity Manager and examination of 
meeting minutes, it was confirmed that not 
all SRG reps attend regularly. 

Where representatives do not regularly 
attend SRG sufficiently regularly, there is a 
risk that they may not learn of matters 
arising relating to supplier and service 
resilience and then disseminate these to 
their teams. This may impact on the ability 
of the Council to deal with a service or 
supplier interruption. 

SRG departmental reps and any other key 
attendees should be encouraged to 
attend. Where meetings are repeatedly 
missed, departments should be asked to 
nominate alternative reps. 

Management Response 

Agreed: Contact will be made with all Services Management Teams reminding them of the importance, role and responsibilities of attending 

SRG meetings. 

Responsible Officer Deadline 

Business Continuity Manager 31/12/2017 
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2. Strategy, Policy, and Procedures – Records of Contract Managers 

Priority Issue Risk Recommendation 

Medium A sample of ten contracts was selected for 
testing compliance throughout this audit. 
In two cases, the listed contract manager 
was incorrect (Mitie and A2Dominion). A 
number of enquiries were required to 
identify the current contract manager and, 
at the time of writing, information is still to 
be provided. 

Where the contract managers recorded 
against contacts are incorrect or out of 
date, there is a risk that the contract is not 
allocated to an officer and therefore the 
contract is not being effectively managed 
or that other officers may not be able to 
identify and contact the manager when 
required. 

Departments should be instructed that 
contract manager details should be kept 
up to date. 

As a further detective measure, records of 
the contract managers recorded on 
CapitalEsourcing should be circulated to 
departments periodically to confirm they 
are still correct. 

Management Response 

Agreed: Contact will be made with all Service Management Teams reminding them of the importance of keeping details on CapitalESourcing 

up to date, a list will be circulated annually to Services as a prompt for them to update. 

H&F Contract Standing Order state at 25.1 that “Chief Officers and/or Heads of Service in sponsoring departments are to name contract 
managers for all new contracts. All contracts must have a named Council contract manager for the entirety of the contract.” 

Departments should nominate an officer to co-ordinate the maintenance of the contract register to ensure that information contained on it is 

accurate and current.  Procurement can then supply a list of named contract managers to the nominated departmental contact for confirmation 

or amendment. Where a contract manager is no longer employed by H&F, amendments will have to be made by the senior responsible officer 

of the capitalE sourcing currently Westminster City Council. 

Responsible Officer Deadline 

Business Continuity Manager 31/12/2017 
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3. Strategy Policy and Procedures – Requirements for Framework Agreements+ 

Priority Issue Risk Recommendation 

Medium From the sample of eight contracts tested, 
one related to services that the Council 
has purchased from a framework 
agreement (Pertemps Recruitment 
Partnership Ltd). 

Our testing identified instances where 
checks and monitoring of this supplier’s 
continuity arrangements were not 
undertaken as it was assumed that the 
framework operator would undertake 
these checks. 

Where there is not sufficient clarity on the 
checking and monitoring of continuity 
arrangements of services provided via a 
framework, there is a risk that checks may 
not be undertaken in line with the 
requirements of the Council. Any 
weaknesses in continuity arrangements 
may not be identified and addressed. 

Corporate guidance should be updated to 
clarify the checks and monitoring of 
continuity arrangements that should be 
undertaken where services are procured 
from a framework.  

This may be through requesting evidence 

and/or assurance from the framework 

provider rather than duplicating checks 

that have already been undertaken. 

Management Response 

Agreed: The Commissioning and Procuring Officers will be given additional advice on Expectations for Business Continuity where frameworks 

are used and a sample set each year will be reviewed through SRG to provide additional assurance on controls.’ 

A dip-sampling programme will be introduced to sample 4 Critical Contracts per month. This will seek evidence, where appropriate, that the 

service has implemented “The Guide to Supply Chain Resilience” – to be presented to BDT on 07/12/2017.  

(Business Continuity Manager and Head of Commercial Management) 

(Irrespective of how we procure P1 or P2 critical services (whether it is via a framework or not) service departments must be assuring 
themselves that they have considered service continuity and undertake checks and monitoring of continuity arrangements). 

(Head of Commercial Management) 

Responsible Officer Deadline 

Business Continuity Manager Commencing 01/01/2018, ongoing 

thereafter. 
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4. Procurement - Retaining Evidence of Financial Checks Prior to Contract Award 

Priority Issue Risk Recommendation 

High For the sample of eight contracts tested: 

 Contract managers stated they, 
Corporate Procurement or 
Hammersmith and Fulham Bridge 
Partnership had undertaken financial 
checks on the supplier prior to 
appointment in all cases; however, no 
evidence of financial checks could be 
provided. As no evidence of checks 
was retained, we could not determine 
whether the check was conducted on 
the correct supplier or whether further 
investigation was necessary due to a 
negative result. 

 In three cases, evidence of review of 
supplier’s business continuity plans 
was not retained. In a further three 
cases, we were advised that there was 
no need to check plans due to them 
being low risk contracts. However, this 
assessment of risk was recorded (see 
recommendation 5). 

Where the Council does not review the 
supplier’s business continuity 
arrangements and financial standing as 
part of the procurement process, or this is 
not recorded, there is an increased risk 
that a contract may be awarded to a 
financially unstable supplier or one with 
inadequate continuity arrangements. 

Where the Council cannot demonstrate 
that checks have taken place, it may suffer 
reputational loss or increased costs in the 
event of supplier failure. 

Contract Managers and Officers involved 
in procurement should be reminded that 
checks on contractor financial standing 
and business continuity plans must be 
undertaken as part of the procurement 
process, that these checks should be 
recorded and confirmed in the Decision 
report recommending the award of the 
contract. 

Compliance spot checks should be 
undertaken to confirm that this 
requirement is being complied with.  

Management Response 

Agreed: Departments are advised to request a financial check to Corporate Finance, which they process, and provide feedback to the 
requesting commissioner(s). The commissioning group are to ensure the financial feedback is entered and held on CapitaleSourcing and the 
findings detailed in all award reports. 

Departmental SRG reps will be requested to ensure that a significant dip sample is carried out on an annual basis, and that evidence of this 

being carried out can be sought and reported back at future SRG meetings annually. 
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Responsible Officer Deadline 

Business Continuity Manager  

Head of Commercial Management  

Commencing 01/01/2018, ongoing 

thereafter. 
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5. Council’s Response to Supply Chain Failure – Assessing Supplier Criticality 

Priority Issue Risk Recommendation 

High From the sample of eight contracts 
tested, supporting evidence showing the 
related service’s priority (P) rating could 
not be provided in seven cases. In these 
seven cases, an assessment to identify 
and assess critical suppliers had also not 
been documented in six cases. 

As a result, we were unable to confirm 
that the Council’s response to supplier 
resilience was proportionate. 

Where an assessment of service 
criticality/priority and response plan are 
not formally documented, there is an 
increased risk that criticality of all 
services may not be correctly assessed 
or that staff may not have a consistent or 
appropriate understanding of what should 
happen in the event of supplier failure. 

An assessment of supplier criticality 
should be undertaken to assign a priority 
to each supplier in accordance with 
corporate guidance. The assessment 
outcome and rationale for priority 
provided should be documented for each 
service assessed. 

The response to supplier resilience 
should then be proportionate to the 
priority rating. 

Sample checks should be undertaken to 
gain assurance that all suppliers have 
been accurately assessed. 

Consideration should also be given to 
reporting on key suppliers to SRG and 
SLT including determining: 

 Which contracts should be reported 
(for example, all critical contracts) 

 What information is needed to assist 
with oversight, assurance and risk 
management of these contracts. 

Management Response 
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Agreed: The list, previously supplied to SRG members to review will be updated to incorporate rationale and the assessment will be a regular 

item on the SRG Agenda. 

On approval of the “The Guide to Supply Chain Resilience” – to be presented to BDT on 07/12/2017, the SRG meeting on 13/12/2017 will have 

an agenda item that departments must follow the guide, plus, the date (tbc 31/01/2018)   that all critical suppliers must be identified. The guide 

will be presented to contract officers, plus forthcoming CoCo boards. Thereafter, the list of critical suppliers will be assessed to ensure they 

have been correctly categorised against the service priorities. Service Continuity Plans will need to be updated accordingly. Future SRG 

agenda’s will request that supplier issues are presented and what actions have / are to be taken. 

Responsible Officer Deadline 

Business Continuity Manager 31/03/2018, thereafter, ongoing. 
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6. Council’s Response to Supply Chain Failure – Resilience Strategies 

Priority Issue Risk Recommendation 

High For all critical suppliers, a resilience 
strategy must be documented. These 
resilience strategies should include 
reviewing the supplier's BC plans 
annually, testing their BC plans every two 
years and acting upon the findings, and 
ensuring the supplier undertakes a risk 
assessment of their own supply chain 
and communicates the results to the 
Council. 

Of the eight contracts tested, only one 
contract manager provided a service 
continuity plan that would constitute a 
supplier resilience strategy; however, the 
plan was dated 2014. As suppliers have 
not been assessed for criticality, we were 
unable to confirm whether a strategy was 
required in the remaining seven cases. 

Furthermore, service business continuity 
plans and evidence of review and testing 
plans could not be provided in six cases 
and supply chain risk assessments were 
available in only one case tested (Laser 
Energy). 

Where an assessment of service 
criticality and response plan are not 
formally documented, there is an 
increased risk that criticality of all 
services may not be correctly assessed 
or that staff may not have a consistent or 
appropriate understanding of what should 
happen in the event of supplier failure. 

Where plans are in place but are not 
tested periodically, there is a risk that 
they will not be effective in practice and 
key services may not be delivered. 

Resilience strategies and supply chain 
risk assessments should be developed 
for all suppliers considered critical to the 
Council’s operations. 

Supplier continuity plans should also be 
subject to periodic testing. 

Sample checks should be undertaken to 
gain assurance that adequate resilience 
strategies are in place and that continuity 
plans are being tested. 

Assurance on the outcome of testing and 
sample checks should be reported to 
directorate management teams and SRG 
and / or SLT as appropriate. 
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Management Response 

Agreed: A simple ‘vulnerability’ score will be added to the existing output from CapitalEsourcing to help flag highly critical, highly vulnerable 

contracts.’ This new measure will be co-designed collaboratively with SRG. 

All service’s are to identify their critical Suppliers by 31/01/2018. P1 / P2 service continuity plans (SCP) are to ensure their critical suppliers are 

included in the SCP, along with a clear strategy for dealing with a supplier failure. Contract officers of critical suppliers are to follow  “The Guide 

to Supply Chain Resilience”. All P1 / P2 SCPs are to be self tested in any one rolling year. SRG reps are to report “supplier concerns” at SRG 

meetings, and to senior management as appropriate. A dip-sampling programme will be introduced to seek evidence,  that the service is 

adhering to these requirements. (This will be explained at the SRG meeting on 13/12/2017, contact officers workshops and future CoCo boards 

(Where appropriate). 

Responsible Officer Deadline 

Business Continuity Manager 31/03/2018, thereafter, ongoing. 
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7. Ongoing Monitoring and Assurance – Maintaining Regular Dialogue with Suppliers 

Priority Issue Risk Recommendation 

Medium From the eight contracts tests, all advised 
that they were in regular communication 
with the supplier, but evidence of this 
could not be provided in three cases. 

Maintaining regular dialogue with 
suppliers helps provide oversight of 
operations and provides the supplier an 
opportunity to raise any issues. 

Contract Managers should be reminded 
to maintain regular and open channels of 
communication with suppliers to allow 
them an opportunity to raise issued 
relating to resilience. 

Management Response 

Agreed: We will hold an event with key suppliers at a special SRG to raise issues about resilience in the Supply Chain. 

A dip-sampling programme will be introduced to sample 4 Critical Contracts per month. This will seek evidence, where appropriate, that the 

service has implemented “The Guide to Supply Chain Resilience” – to be presented to BDT on 07/12/2017, and that Service Continuity Plans 

are updated accordingly. 

Responsible Officer Deadline 

Business Continuity Manager Commencing 01/01/2018. 
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8. On-going Assurance and Monitoring - Credit Alerts 

Priority Issue Risk Recommendation 

Medium From a sample of ten credit alerts 

selected between April 2016 - May 2017: 

 In two cases, we could not confirm 

that the contract manager had acted 

upon the alert. One of these cases 

was a credit rating of 47 (sterling 

press Ltd); and, 

 In four cases, individuals that were 

not directly related to the contract had 

received the alerts. However, these 

alerts had been investigated by 

recipients of the alert. 

Where contract managers do not 

effectively deal with credit alerts, there is 

a risk that the financial stability of a 

supplier may worsen and this not be 

promptly identified and acted upon. 

Where credit alerts are not sent to the 

correct officers, there is a risk that they 

will not be acted on. Other recipients may 

assume that action is already being 

taken. 

Sample checks should be undertaken to 

confirm that alerts are being acted on. 

The distribution list for credit alerts should 

be reviewed to confirm that recipients are 

appropriate. Consideration should be 

given to whether an officer, or officers, 

within each department should 

communicate alerts to contract managers 

or keep the distribution list manageable 

and up to date. 

Management Response 

Agreed:  SRG will review credit alert actions at future meetings to provide additional assurance on actions taken. 

A dip-sampling programme will be introduced to sample 4 key creditsafe alerts per month. This will seek evidence, where appropriate, that the 

service has implemented “The Guide to Supply Chain Resilience”. (See recommendation 3). 

Responsible Officer Deadline 

Business Continuity Manager 01/01/2018 and thereafter. 
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Appendix 2: Summary of Test Results 

 

Contractor Department 

Record Retained 

of Financial 

Stability Check 

Record 

Retained of 

BC plan check 

Criticality 

Assessment 

Supplier Resilience 

Strategy or 

Equivalent 

Business Continuity 

Plans Periodically 

Checked and Tested 

Evidence 

Provided of 

Regular Contact 

With Contractor 

W.D.M. Limited Environment Services No No No No No No 

Spikes Cavell 

Analytic Ltd 
Corporate Services No No* No No No* No 

Pertemps 

Recruitment 

Partnership Ltd 

Human Resources No No No No No Yes 

Laser Energy Environment Services No Yes Yes No Yes Yes 

Broadway 

Homelessness and 

Support 

Regeneration, 
Planning & Housing 

Services 

No No No No No* Yes 

Mitie Property 

Services (UK) Ltd 

Regeneration, 
Planning & Housing 

Services 

- - - - - - 

A2Dominion 
Regeneration, 

Planning & Housing 
Services 

- - - - - - 

Quadron Services 

Ltd 
Environment Services No Yes Yes Yes Yes Yes 

Excitech Technology 

for Design 
ICT No No* No No No* No 

CT Plus Environment Services No No* No No No* Yes 

* Advised not required due to contract not being high risk, but no formal assessment of risk/criticality of contract undertaken. 
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Appendix 3: Definition of Assurance Opinions and Recommendation 

Priorities 

In order to help put the audit opinion and recommendation priority ratings in context the following 
tables detail the current ratings used by Internal Audit. 

 

Rating Description 

 There is a sound system of control designed to achieve the objectives. Compliance 

with the control process is considered to be substantial and no material errors or 

weaknesses were found. 

 While there is a basically sound system, there are weaknesses and/or omissions 

which put some of the system objectives at risk, and/or there is evidence that the 

level of non-compliance with some of the controls may put some of the system 

objectives at risk. 

 Weaknesses and / or omissions in the system of controls are such as to put the 

system objectives at risk, and/or the level of non-compliance puts the system 

objectives at risk. 

 Control is generally weak, leaving the system open to significant error or abuse, 

and/or significant non-compliance with basic controls leaves the system open to error 

or abuse. 

 

 Priority Description 

High Recommendation addresses fundamental weaknesses, which seriously compromise 

the effective accomplishment of the system’s objectives.   Risks presented by the 

control weaknesses could be damaging in the short term. The management action 

required should be implemented as soon as possible, certainly within 0-3 months. 

Medium Recommendation addresses serious weakness, which affect the reliance to be 

placed on the system.  Risks presented by control weaknesses could be damaging in 

the medium term. Management action is required within 0-6 months.  

Low Recommendation addresses minor weaknesses, or suggests a desirable 

improvement. Risks presented by control weaknesses are unlikely and 

inconsequential. Management action is recommended to address concerns within 0-

9 months. 

Su 

N 

L 

Sa 
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 Appendix 4: Audit Scope, Limitations and Inherent Risks 
 

This audit was a full risk based review of the arrangements for Contractor Resilience and included 

the following areas: 

Ref 
Audit Area - 

Description 
Comments on Coverage / Area Objectives 

01 Strategy, Policy and 

Procedures 

The Council has agreed a consistent and coordinated approach 

to contractor resilience that is communicated to staff and staff 

act in compliance with management requirements. 

02 Procurement The risk of supply chain failure is considered when procuring 

suppliers through methods such as: 

• Assessing the criticality of the service to the council; 

• Checking the financial stability of suppliers in their supply 

chain; 

• Confirming suppliers have adequate business continuity 

arrangements in place; and 

• Including contractual provisions with regards to service 

continuity. 

03 Council’s Response to 

Supply Chain Failure 

The impact of supplier/provider failure is accurately assessed, 

and effective continuity and recovery plans proportionate to the 

risks involved are in place (for both the Council and the supplier). 

04 On-going Assurance 

and Monitoring 

Assurance is gained on a periodic basis that contractors, and the 

supply chain as a whole, will continue to operate for the 

foreseeable future through methods such as testing plans, 

periodic credit checking and market analysis. 

 

Limitations to the Scope of the Audit 

The following limitations to the scope of the audit were agreed when planning the audit: 

 The work will be undertaken using a risk based approach and testing will be on a sample 

basis to verify compliance; 

 The records maintained by third parties to the Council will not be reviewed and are outside of 

the scope of this audit; and 

 The audit review does not provide absolute assurance that material error, loss or fraud does 

not exist. 
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 Due to recent audits in Adult Social Care and Public Health on Supplier Resilience and an 

upcoming audit in Children’s Services, the sample of contracts selected in this audit 

focussed on contracts in other departments. 

The internal audit approach was developed through an assessment of risks and management 

controls operating within the agreed scope. The following procedures were adopted: 

 Identification of the role and objectives of each area; 

 Identification of risks within each area which threaten the achievement of objectives; 

 Identification of controls in existence within each area to manage the risks identified;  

 Assessment of the adequacy of controls in existence to manage the risks and identification 
of additional proposed controls where appropriate; and 

 Testing of the effectiveness of key controls in existence within each area. 

 

Key Risks 

The risks listed below are potential inherent risks which are common for any system of this type: 

 Failure to identify emerging risks for Service providers that the Council is dependent on; 

 The Council are unable to effectively transition to alternative suppliers or delivery methods; 

 Services are negatively impacted for a prolonged period of time. 
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Appendix 5: Timetable and Distribution List 

 

Stage Date 

End of Fieldwork 06/10/2017 

Draft Report Issued 18/10/2017 

Responses Received 07/12/2017 

Final Report Issued 15/12/2017 

 

Audit Team 

Client Engagement Manager: 

Auditors:  

Auditee 

Business Continuity Manager 

Client Sponsor 

Commercial Director 

Head of Emergency Services 

 

 

The matters raised in this report are only those which came to our attention during our internal audit work and are not necessarily a 

comprehensive statement of all the weaknesses that exist, or of all the improvements that may be required.  Recommendations for 

improvements should be assessed by management for their full impact before they are implemented.  The performance of internal audit 

work is not and should not be taken as a substitute for management’s responsibilities for the application of sound management practices.  

We emphasise that the responsibility for a sound system of internal controls and the prevention and detection of fraud and other 

irregularities rests with management and work performed by internal audit should not be relied upon to identify all strengths and 

weaknesses in internal controls, nor relied upon to identify all circumstances of fraud or irregularity.  Auditors, in conducting their work, 

are required to have regards to the possibility of fraud or irregularities.  Even sound systems of internal control can only provide 

reasonable and not absolute assurance and may not be proof against collusive fraud.  Internal audit procedures are designed to focus on 

areas as identified by management as being of greatest risk and significance and as such we rely on management to provide us full 

access to their accounting records and transactions for the purposes of our audit work and to ensure the authenticity of these documents.  

Effective and timely implementation of our recommendations by management is important for the maintenance of a reliable internal 

control system. 

 

This report is prepared solely for the use of Audit Committee and senior management of the London Borough of Hammersmith and 

Fulham.  Details may be made available to specified external agencies, including external auditors, but otherwise the report should not be 

quoted or referred to in whole or in part without prior consent.  No responsibility to any third party is accepted as the report has not been 

prepared, and is not intended for any other purpose. 


